To is Part One of the process and needs to be completed immediately, you will get additional information for Part Two very soon.
PATHWAYS COMPASS 
Security System Validation Solution  
  
Federal Register Requirements:
In 2004, HUD published data and technical standards for HMIS.  The requirements include security standards for computers that access HMIS.  A copy of the HMIS Data and Technical Standards Final Notice can be found at:  http://www.hud.gov/offices/cpd/homeless/hmis/standards/ 
 
The Public Access Baseline Requirement in the Final Notice states : 
HMIS that use public forums for data collection or reporting must be secured to allow only connections from previously approved computers and systems through Public Key Infrastructure (PKI) certificates, or extranets that limit access based on the internet Provider address, or similar means.  A public forum includes systems with public access to any part of the computer through the Internet, modems, bulletin boards, public kiosks or similar arenas.   Further information on these tools can be found in the HMIS Consumer Guide and the HMIS Implementation Guide, both available on HUD's Web site. 
 

Pathway Security System Validation solution will directly address the Exhibit 1 as described below:
 

The Mandate:
HMIS Charts
Exhibit 1 
Section:        Training, Data Quality and Implementation of HMIS Data & Technical Standards
Security:  Participating agencies have:
•         Unique username and password access.
•         Secure location.
•         Locking Screen savers.
•         Virus Protection with auto update.
•         Individual or network firewalls.
•         Restricted access for HMIS accessed via public forums (e.g. PKI digital certificates or IP filtering).
 The Solution:
 

The PATHWAYS Security System Validation Solution 
The Java Runtime Environment Version 5 will be the software utilized to support a new COMPASS log in procedure. The new procedure implements an added security measure. 
For every computer system accessing PATHWAYS COMPASS 
Installing Java Runtime Environment Version 5 
Requirement:  Every computer system accessing the PATHWAYS COMPASS system for must: 
 

1.  Download and install the Java Runtime Environment Version 5, according to the attachment on How to install Java Runtime Environment Version 5.   This download is free.    
2.       If a User is not able to complete the Java download process they will need to contact their System Administrator to verify they have the authority to download and install this type of software. 
